NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

1. 2022/2023 ANNUAL REPORT

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.3.1 Operate and manage Council in a financially

sustainable manner that meets all statutory and
regulatory compliance and Council policies.

DP - 4.3.1.1 — Implementation of the Delivery Program
and Operational Plan including Budget and Asset
Management Plan on an annual basis.

Executive Summary

This report is presented to Council to note the publication of Council's 2022/2023

Annua

| Report. The Annual Report may be downloaded from Council’'s website.

Report

Council must prepare an Annual Report within five months of the end of the

financi

al year. The report must outline Council’'s achievements in implementing ifs

Delivery Program. Council’s Annual Report must also contain its audited financial
statements. A copy of the report is fo be published on Council's website with the
notification of publication provided to the Minister.

The fol

lowing information is required to be included in Council's Annual Report (as

per the Regulations): -

Details of overseas visits by Councillors and Council Staff

Details of Mayoral and Councillor fees, expenses and facilities

Contracts of $150,000 and above awarded by the Council

Amounts incurred in relation to legal proceedings

Private works and financial assistance

Details of external bodies, companies and partnerships

Statement of total General Manager's total remuneration

Statement of total remuneration of all Senior Staff

Statement of total number of employees on Wednesday 23 November 2022
Information on stormwater levies and charges

A statement of the activities undertaken by the Council to implement its
equal employment opportunity management plan

A statement of Council’'s activities to enforce and comply with the
Companion Animals Act

Include information about induction training and ongoing professional
development for Councillors

Information on government information public access and public interest
disclosure activity

Private swimming pool inspections

Information on the implementation of Council’s Disability Inclusion Action Plan
Contain a copy of Council's audited Financial Reports

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

1.

2022/2023 ANNUAL REPORT (Cont'd)

Key Achievements for the Year

Major Capital Works Undertaken

Cale Oval Clubhouse and Grandstand Construction
Construction of two new hangars at the Narromine Aviation Business Park
Return and Earn Facility

Refurbishment of Trangie Main Street Public Facilities
Tomingley Water Treatment Plant

Narromine Rotary Park Boat Ramp

Narromine Rotary Park Public Facilities

Storm Water Drainage Improvements on Local Road Culverts
Various Local Road Repairs from flood and storm damage
Completion of Tullamore Road Realignment at Oaks Bridge
Water Main Upgrade Aerodrome

Development of New Taxiway — Narromine Aerodrome
Wentworth Parklands Subdivision

Successful Grants

Resources for Regions Round 9 — $4,026,811

Regional and Local Roads Repair Program — $3,056,154

Stronger Country Communities Round 5 — $1,026,938

Local Government Recovery Grant to assist Councils impacted by flooding —
$1,000,000

Fixing Local Pothole Repair Round — $575,608

Floodplain Management Program, Levee Feasibility Study — $499,660

Crown Reserve Improvement Fund, Racetrack surface upgrades Trangie
Racecourse — $39,212

Active Transport: Get NSW Active Program 2022/23 — Pedestrian Access and
Mobility Plan (PAMP) — $30,150

Regional Youth Holiday Break Programs 2022/23 — $32,313

Dollar for Dollar Native Fish Stocking Program — $4,000

LLS Landcare Riparian Restoration Project — $6,036

National Japanese Encephalitis Virus (JEV) response plan funding — $5,500
Community War Memorials fund — $3,000

Delivery Program Targets

97.3% of targets in the 2022/2023 Delivery Program achieved.

Challenges

Delays with Projects due to wet weather during the first half of 2022/23
Staff turnover/resourcing

Disruptions to Council’s supply chain

Conftractor availability

Change in Government

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

1. 2022/2023 ANNUAL REPORT (Cont'd)
Financial Implications

Council's Audited Financial Statements are included in Annexure One of the Annuall
Report. Council reported a net operating result of $7.5M. Total revenue of $33.2M
was recognised for the financial year, with the largest confribution from operating
and capital grants. Council spent $42.9M between operating and capital projects.
As at 30 June 2023, Council's assets were valued at $445M.

Council continues to monitor its financial performance to ensure the long-term
viability of the Shire.

Legal and Regulatory Compliance

Sections 404, 428 and 428A of the Local Government Act 1993
Clause 217 of the Local Government (General) Regulation 2021
Integrated Planning and Reporting Guidelines

Risk Management Issues

Nil — Council’'s Annual Report has been prepared in accordance with the
Regulations and Integrated Planning and Reporting guidelines, and the Minister
notified accordingly. The financial information contained within the 2022/2023
Annual Report has been verified by Council’'s external auditors.

Internal/External Consultation

Internal consultation with relevant personnel
External auditors

Attachments
Nil
RECOMMENDATION

That the report be noted.

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

2.  OFFICE CLOSURE - CHRISTMAS/NEW YEAR PERIOD

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.2.2 Ensure ongoing skills development of Council

staff and professional development for Councillors
DP - 4.2.2.3 - Provide policies, programs and initiatives
that support employee work/life balance

Executive Summary

This report is presented to Council to advise the closure of the Council Chambers
and Council’'s Customer Service and Payments Centre from 20 December 2023 to
2 January 2024 inclusive.

Report

The General Manager, under delegated authority, will close the Depot facilities,
Council Chambers, and Customer Service and Payments Centre from 5pm Tuesday
19 December 2023 and reopen at 8.30am Wednesday 3 January 2024.

All other facilities (including Swimming Pools and Waste Depots) are closed on
Christmas Day and re-open during the rest of the Christmas and New Year period
but may operate with changes to the hours of operation. Council continues to
provide essential services to ensure the health and safety of the community i.e.
kerbside garbage collection, CBD cleaning and cleaning of public facilities e.qg.
toilets, BBQs.

Council will sfill provide appropriate on-call officers to respond to urgent
maintenance work or emergency situations.

Financial Implications

Organisational leave liabilities must be managed at sustainable levels for minimum
impact on funds in reserve required for other organisational requirements.

Legal and Regulatory Compliance

Local Government (State) Award 2023
Section 335 (i) of the Local Government Act 1993

Risk Management Issues

Maintaining staff health and wellbeing is critical to a productive working
environment. Given that the Government and commercial sectors close for several
weeks over Christmas/New Year, Council's contracted projects will be unaffected
by the proposed closure.

Internal/External Consultation

Employee consultation

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

2.  OFFICE CLOSURE - CHRISTMAS/NEW YEAR PERIOD (Cont'd)
Attachments

Nil

RECOMMENDATION

That the information be noted.

3. DATA BREACH POLICY

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.3.1 Operate and manage Council in a financially

sustainable manner that meets all statutory and
regulatory compliance and Council policies

Executive Summary

This report is presented to Council to consider and adopt the Data Breach Policy.

Report

The Mandatory Nofification Data Breach (MNDB) Scheme came into effect on
28 November 2023.

The MNDB Scheme requires agencies to satisfy data management requirements
including to maintain an internal data breach incident register and have a publicly
accessible Data Breach Policy.

Under the MNDB Scheme agencies must: -

¢ Immediately make all reasonable efforts to contain a data breach

e Undertake an assessment within 30 days where there are reasonable grounds
to suspect there may have been an eligible data breach

e During the assessment period, make all reasonable attempts to mitigate the
harm done by the suspected breach

¢ Decide whether a breach is an eligible data breach or there are reasonable
grounds to believe the breach is an eligible data breach

¢ Notfify the Privacy Commissioner and affected individuals of the eligible data
breach

¢ Comply with other data management requirements

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

3. DATA BREACH POLICY (Cont'd)

An eligible data breach is defined as unauthorised access to or disclosure of
personal information held by Council in circumstances that are likely to result in
unauthorised access to, or unauthorised disclosure of, the information, and a
reasonable person would conclude that the access or disclosure of the information
would be likely to result in serious harm to an individual to whom the information
relates.

In 2018 Council established its Data Breach Plan, which was subsequently reviewed
in 2022. This is an intfernal document providing staff a response framework in the
event of a data breach. The procedures within the Plan have now been
incorporated into the attached Data Breach Policy, in preparation for the MNDB
Scheme requirements (see Attachment No. 1).

Council's Privacy Management Plan must now make reference to Council’'s Data
Breach Policy. It is therefore recommended that the following paragraph be
included in Council’s Privacy Management Plan: -

Data Breach Policy - separate to this Plan, Council has a Data Breach Policy that
sets out Council's procedures for managing a data breach including assessment
and nofification requirements for the Mandatory Nofification of Data Breach
Scheme under the PIPPA.

Financial Implications

There are no identified financial implications in the consideration and adoption of
the Data Breach Policy.

Legal and Regulatory Compliance

Amendments to the Privacy and Personal Information Protection Act 1998 including:

e Creating a MNDB Scheme which requires public sector agencies to notify the
Privacy Commissioner and affected individuals of data breaches involving
personal or health information likely to result in serious harm.

e Reviewing and updating the Privacy Management Plan to include a
reference to the Data Breach Policy.

e Agencies are required to have a public notification register which must be
made publicly available for at least 12 months after the date of publication.

Risk Management Issues

Compliance with legislative requirements.
Council has uploaded its existing Data Breach Plan to the website. This will be
replaced with the Data Breach Policy once endorsed by Council.

Internal/External Consultation

There is no requirement to place this policy on public exhibition.

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

3. DATA BREACH POLICY (Cont'd)

Attachments

- Data Breach Policy

RECOMMENDATION

That Council: -

1.  Adopt the Data Breach Policy as presented.

2. Amend Council’s Privacy Management Plan to include reference to the Data
Breach Policy.

4. UNREASONABLE CONDUCT BY A COMPLAINANT POLICY

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.3.1 Operate and manage Council in a financially

sustainable manner that meets all statutory and
regulatory compliance and Council policies

Executive Summary

This report is presented to Council to consider and adopt the revised Unreasonable
Conduct by a Complainant Policy.

Report

Council’'s Managing Unreasonable Conduct by Complaints Policy adopted
11 March 2020 has been reviewed to accord with the NSW Ombudsman’s latest
Model Policy of 2022. The Model Policy provides a clear, standardised, and
consistent model that councils can use to inform and support their policy
development processes.

The revised policy (see Attachment No. 2) now includes reference to cultural and
linguistic factors that may need to be considered when deciding to change or
restrict a complainant’s access to Council services. Other proposed changes to the
Policy are minor in nature and do not change the context of the document.

Complainants have a right to make a complaint and to express their opinions in
ways that are reasonable, lawful and appropriate. Although relatively few people
who make complaints behave unreasonably, their behaviour can have profound
effects on organisational resources and efficiency levels, as well as staff productivity,
safety and wellbeing.

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

4. UNREASONABLE CONDUCT BY A COMPLAINANT POLICY (Cont'd)

Unreasonable conduct by a complainant is categorised as: -
¢ Unreasonable persistence

Unreasonable demands

Unreasonable lack of cooperation

Unreasonable arguments

Unreasonable behaviours

The Unreasonable Conduct by a Complainant Policy provides the framework to all
staff members to respond to and manage unreasonable conduct. Generally,
incidents will be managed by limiting the ways Council will interact with or deliver
services to complainants by: -

Changing or restricting access to Council’s services

Limiting the complainant to a sole contact point

Restricting the subject matter of communications that Council will consider
Limiting when and how a complainant can contact Council

Limiting face to face interviews to secure areas

Completely terminating access to Council services

Financial Implications

There are no identified financial implications in the consideration and adoption of
the Unreasonable Conduct by a Complainant Policy.

Legal and Regulatory Compliance

Workplace Health and Safety Act 2011

NSW Ombudsman Unreasonable Conduct by a Complainant Model Policy 2022
NSW Ombudsman Managing Unreasonable Conduct by a Complainant Manual
(2021)

Risk Management Issues

Council has a zero-tolerance policy in relation to any harm, abuse or threats
directed towards its staff. Any conduct of a criminal nature will be reported to the
Police, and in certain cases legal action may also be considered.

To ensure ftransparency, accountfability, fairness, and consistency in  the
management of unreasonable complainant conduct, it is essential for Council to
have a written policy for its staff. A written policy also provides a reference point for
complainants — as well as review bodies, courts or fribunals that may be
subsequently tasked with reviewing their application.

Internal/External Consultation

There is no requirement to place this policy on public exhibition.

Reports fo Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

4. UNREASONABLE CONDUCT BY A COMPLAINANT POLICY (Cont'd)

Attachments

- Unreasonable Conduct by a Complainant Policy

RECOMMENDATION

That Council adopts the Unreasonable Conduct by a Complainant Policy as
presented.

5. ALCOHOL AND OTHER DRUGS POLICY

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.3.1 Operate and manage Council in a financially

sustainable manner that meets all statutory and
regulatory compliance and Council policies

Executive Summary

This report is presented to Council to consider and adopt the revised Alcohol and
Other Drugs Policy.

Report

Council adopted the Alcohol and Other Drugs Policy at its Ordinary Meeting held on
12 December 2018 (Resolution No 2018/304).

The policy has been reviewed in line with CASA safety findings from a recent audit.
Amendments have been made accordingly to align with CASA requirements and
are marked up for ease of reference (See Atachment No. 3).

It is noted that the policy and attached procedures provide specific guidance to

management, workers and others in dealing with alcohol and drug related work
issues.

Financial Implications

Nil

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

5. ALCOHOL AND OTHER DRUGS POLICY (Cont'd)

Legal and Regulatory Compliance

Section 19 Work Health and Safety Act 2011 - Council has a duty to ensure the
health, safety and welfare of its workers and other people in the workplace.

Sections 28 and 29 Work Health and Safety Act 2011 - Workers and Others are
required to take reasonable care for their own health and safety and comply with
reasonable instructions. Workers are also required to take reasonable care for the
health and safety of ofthers and cooperate with reasonable policies and
procedures.

Risk Management Issues

A comprehensive alcohol and other drugs policy assists in addressing the use of
substances in the workplace. Alcohol and drug testing in the workplace helps to
reduce the likelihood of substance related work injuries or fatalities.

Internal/External Consultation

The revised Alcohol and Other Drug Policy has been considered by Council's Health
and Safety Committee.

The Policy and Procedure have also been developed by the USU, LGEA, DEPA and
LGNSW industry parties to be used as a resource by the Local Government Industry
in NSW.

Attachments
- Alcohol and Other Drugs Policy
RECOMMENDATION

That Council adopts the Alcohol and Other Drugs Policy as presented.

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

6.  APPOINTMENT OF AUDIT RISK AND IMPROVEMENT COMMITTEE CHAIR

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.2.1 Strive for business excellence through

continuous improvement and creativity
DP — 4.2.1.3 Effective use of Audit Risk and Improvement
Committee

Executive Summary

This report is presented to Council to appoint the Chair of the Audit Risk and
Improvement Committee.

Report

The Chair of Council’s Audit Risk and Improvement Committee (ARIC) has resigned
from his position as an Independent Member of the Committee.

In accordance with the Office of Local Government's draft guidelines for Risk
Management and Internal Audit for Local Government in NSW, Chairs and members
of the ARIC are appointed by a resolution of the governing body of Council.

The governing body should first appoint the Chair of the Audit, Risk and
Improvement Committee, who is fo then assist in the selection and appointment of
the other independent committee members. The initial term of a Chair is four years.

The position of the Chair is to act as the interface between the committee and the
General Manager and other staff, the governing body, the external auditor and the
internal audit function.

The Chair must: -

Have strong leadership qualities.

Be able to raise and deal with tough issues and express opinions frankly.
Maintain effective working relationships.

Keep the governing body and General Manager informed and brief them on
strategic and technical aspects of internal audits and risk and control issues.
Lead effective meetings.

e Oversee the internal audit function and be alert to external accountability
and internal audit concerns etc.

Council's ARIC members are Mr Grahame Marchant and Mr Ross Earl.

Mr Marchant has been a member of Council’'s ARIC for 12 months, and Mr Earl is
newly appointed. Both members meet the eligibility requirements to be appointed
Chair.

Reports fo Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

6.  APPOINTMENT OF AUDIT RISK AND IMPROVEMENT COMMITTEE CHAIR (Cont'd)

Financial Implications

Council has determined the following fees be paid: -

e Independent Member — $1,500 excluding GST per meeting
e Chair- $2,000 excluding GST per meeting.

Fees are inclusive of travel costs.

Provision for these fees has been included in Council's 2023/2024 Operational Plan.
Legal and Regulatory Compliance

Local Government Act 1993 — Sections 23A, 428A

Local Government (General) Regulation 2021

Draft Guidelines for Risk Management and Internal Audit for Local Government in
NSW (OLG)

It is a requirement under the Act that all councils have an ARIC that comprises one
independent member who meets the independence and eligibility criteria for an
ARIC chair, and at least two independent members who meet the independence
and eligibility criteria for ARIC members.

Risk Management Issues

Compliance with legislative requirements

Internal/External Consultation

General Manager
ARIC Independent Members

Attachments
Nil
RECOMMENDATION

That Council appoints Mr Grahame Marchant as Chair of the Audit Risk and
Improvement Committee for a four-year term.

Reports to Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

7. LOCAL GOVERNMENT REMUNERATION TRIBUNAL REVIEW

Author Director Governance
Responsible Officer General Manager
Link to Strategic Plans CSP - 4.3 A financially sound council that is responsible

and sustainable

DP - 4.3.1 Operate and manage Council in a financially
sustainable manner that meets all statutory and
regulatory compliance and Council policies

Executive Summary

This report is presented to Council for consideration.

Report

The Local Government Remuneration Tribunal has commenced its review for the
2024 annual determination.

The Tribunal is required to make an annual determination on the fees payable to
Councillors and Mayors. The determination is to take effect from 1 July 2024.

The minimum and maximum fee levels for each category will be assessed by the
Tribunal as part of the 2024 review process.

The tribunal is now inviting submissions from individual councils as part of this review.

Narromine Shire Council is categorised as a Rural Council. Current fees effective 1
July 2023 for Rural Councils are: -

Councillor Member Annual Fee Mayor/Chairperson Additional Fee
Minimum Maximum Minimum Maximum
9,850 13,030 10,490 28,430

Should Council wish to make a submission as part of the review, the submission is to
be endorsed by the governing body of Council. Submissions are to be received no
later than 21 December 2023.

The Tribunal undertook a review of the categories and allocation of councils into
each category in 2023. The tribunal is only required to determine categories at least
once every three years and will consider the model, criteria applicable to each
category and the allocation of councils in detail in the 2026 review.

Legal and Regulatory Compliance

Local Government Act 1993 — Section 241

Reports fo Council - General Manager
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NARROMINE SHIRE COUNCIL
ORDINARY MEETING BUSINESS PAPER — 13 DECEMBER 2023
REPORTS TO COUNCIL - GENERAL MANAGER

7. LOCAL GOVERNMENT REMUNERATION TRIBUNAL REVIEW (Cont'd)

Financial Implications

Operational Plan 2023/2024

Risk Management Issues

Should Council wish to make a submission it must be endorsed by the governing
body of Council. Any material provided to the Tribunal may be made available
under the Government Information (Public Access) Act 2009.

Internal/External Consultation

Nil

Attachments

Nil

RECOMMENDATION

For Council’'s consideration.

Jane Redden
General Manager

Reports to Council - General Manager
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Attachment No. 1

Narromine Shire Council

1.0 Infroduction

The Privacy and Personal Information Protection Act 1998 (NSW) (PPIP Act) establishes the NSW
Mandatory Notification of Data Breach (MNDB) Scheme which requires public sector agencies
to notify the Privacy Commissioner and affected individuals of eligible data breaches.

Agencies are required to prepare and publish a Data Breach Policy for managing such

breaches as well as maintaining an internal data breach incident register and public register
of eligible data breaches.

2.0 Purpose

This policy outlines Council's approach to complying with the MNDB Scheme, the roles and
responsibilities for reporting data breaches and the strategies for containing, assessing and
managing eligible data breaches.

3.0 Scope

This policy applies to all Councillors, staff and consultants engaged by Council to perform the
role of a public official.

4.0 Related Legislation and Council Documents
Privacy and Personal Information Protection Act 1998
Government Information (Public Access) Act 2009
Health Records and Information Privacy Act 2022

Council’s Privacy Management Plan
Council’s Business Continuity Plan

5.0 Roles and Responsibilities

The following staff have identified roles under this Policy: -

5.1 General Manager

The General Manager has ultimate responsibility for ensuring Council complies with the MNDB
Scheme, authorising any corrective actions and providing a report to the Audit and Risk
Management Committee if required.

5.2 Directors

Directors are responsible for receiving notifications of suspected or actual data breaches and
coordinating containment of the breach. Directors are also responsible for undertaking an
assessment of the suspected or actual data breach and escalating it fo the Data Breach
Response Team (DBRT) if necessary.

53 Data Breach Response Team

The DBRT consists of the Executive Leadership Team and is responsible for determining whether
a data breach constitutes an eligible data breach, any notification requirements, fully
investigating the cause of the data breach and recommending preventative actions.

5.4 Council Officials

All Council officials have a responsibility for reporting a suspected or actual data breach in
accordance with this policy.

Data Breach Policy Reports to Council - General Manager
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Attachment No. 1

Narromine Shire Council

6.0

Whatis a Data Breach?

A data breach occurs when information held by Council (whether held in digital or hard copy)
is subject to unauthorised access, unauthorised disclosure or is lost in circumstances where the
loss is likely to result in unauthorised access or unauthorised disclosure. A data breach may
occur as a result of malicious action, systems failure, or human error.

Examples of data breaches include: -

6.1

6.2

6.3

7.0

Human Error

When a letter or email is sent to the wrong recipient

When system access is incorrectly granted to someone without appropriate
authorisation

When a physical asset such as a paper record, laptop, USB stick or mobile phone
containing personal information is lost or misplaced

When staff fail to implement appropriate password security, for example not securing
passwords or sharing password and log in information.

System Failure

Where a coding error allows access to a system without authentication, or results in
automatically generated noftices including the wrong information being sent to
incorrect recipients.

Where systems are not maintained through the application of known and supported
patches.

Malicious or criminal attack

Cyber incidents such as ransomware, malware, hacking, phishing or brute force
access attempts resulting in access to or theft of personal information.

Social engineering or impersonation leading to inappropriate disclosure of personal
information.

Insider threats from agency employees using their valid credentials to access or
disclose personal information outside the scope of their duties or permissions.

Theft of a physical asset such as a paper record, laptop, USB stick or mobile phone
containing personal information.

What is an Eligible Data Breach?

The MNDB Scheme applies where an eligible data breach has occurred. For a data breach
to constitute an eligible data breach: -

7.1

there is unauthorised access to, or unauthorised disclosure of, personal information held
by Council or there is a loss of personal information held by Council in circumstances
that are likely to result in unauthorised access to, or unauthorised disclosure of, the
information, and

a reasonable person would conclude that the access or disclosure of the information
would be likely fo result in serious harm fo an individual o whom the information relates.

Personal Information

Information or an opinion about an identified individual, or an individual who is reasonably
identifiable: whether the information or opinion is tfrue or not; and whether the information or
opinion is recorded in material form or not.

Data Breach Policy

Reports to Council - General Manager
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Attachment No. 1

Narromine Shire Council

Examples of include: -

e Sensitive information — racial or ethnic origin, political opinion, religious beliefs, sexual
orientation or criminal record

e health information

e credit information

e employee record information

e tax file number information

7.2 Serious Harm

The term serious harm is not defined in the Privacy and Personal Information Act. Harm that
can arise as the result of a data breach is context-specific and will vary based on: -

o the type of personal information accessed, disclosed or lost, and whether a
combination of the types of personal information might lead o increased risk

o the level of sensitivity of the personal information accessed, disclosed for lost

¢ the amount of time the information was exposed or accessible, including the amount
of time the information was exposed prior to Council discovering the breach

o the circumstances of the individuals affected and their vulnerability or susceptibility to
harm (that is, if any individuals are at heightened risk of harm or have decreased
capacity to protect themselves from harm)

e the circumstances in which the breach occurred, and

¢ the actions taken by the agency o reduce the risk of harm following the breach.

Harm to an individual includes physical harm; economic, financial or material harm; emotional
or psychological harm; reputational harm; and other forms of serious harm that Council would
identify as a possible outcome of the breach.

8.0 Systems and processes for managing data breaches

Council has established a range of systems and processes for preventing data breaches.
Council’s IT network and infrastructure is managed by the Department of Finance and
Corporate Strategy who have implemented a number of cyber security measures to mitigate
the risk of data breaches. This has included projects to increase cyber security maturity, cyber
security training for all staff, data loss prevention, and procedures for the sharing of personal
and sensitive information.

Council will ensure all third-party service providers who store personal and health information
on behalf of Council are aware of the MNDB Scheme and the obligations under this policy to
report any data breaches to Council.

The loss of IT systems as a result of a cyber security incident is included in Council’s Business
Continuity Plan. Council also conducts cyber security exercises to test the responsiveness of
the Business Continuity Plan to a cyber attack and includes cyber security and information
security experts in the exercise.

Council established its voluntary Data Breach Response Plan in 2018. The Plan was reviewed
in 2022 and is now incorporated info this Policy. This Policy sets out procedures and clear lines
of authority for Council staff in the event Council experiences a data breach (or suspects that
a data breach has occurred).

Data Breach Policy Reports to Council - General Manager S
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9.0 Responding to a Data Breach

There is no single method of responding to a data breach. Data breaches must be dealt with
on a case by case basis, by undertaking an assessment of the risks involved, and using that risk
assessment to decide the appropriate course of action. Depending on the nature of the
breach, the DBRT may need to include additional staff or external experts, for example an IT
specialist/data forensic expert or human resources advisor etc.

When responding to a data breach, the following steps should be considered: -

1. Inifial report

2. Contain the breach
3. Assess and mitigate
4. Notify

5. Review

Each step is set out in further detail below. The first four steps should be carried out concurrently
where possible. The last step provides recommendations for longer-term solutions and
prevention strategies.

9.1 Step One - Inifial Report

A suspected data breach may be discovered by a Council staff member, Councillor or third-
party provider or Council may be otherwise alerted (e.g., by a member of the public or media).

If an employee becomes aware of, or is noftified of a suspected or actual data breach, they
must notify their Director within one business day of becoming aware of it and provide
information about the type of data breach as detailed in Section 6.0 of the Policy.

Memobers of the public may also report any data breaches to Council in writing by using the
contact details available on Council’'s website www.narromine.nsw.gov.au.

9.2 Step Two — Contain the breach

The Director should co-ordinate any immediate action to contain the breach and minimise
any resulting damage. For example, recover the personal information, shut down the system
that has been breached, suspend the activity that led to the breach, or revoke or change
access codes or passwords. If copies have been made by a third party, ensure that all copies
are recovered. This can include receiving written confirmation from a third-party that the copy
of the data that they received in error, has been permanently deleted.

9.3 Step Three — Assess and mitigate

The Director will seek the following information about the data breach on order to assess
whether the data breach is to be escalated to the DBRT: -

The date, time, duration and location of the breach
The type of personal information involved in the breach
How the breach was discovered and by whom

The case and extent of the breach

A list of the affected or possibly affected individuals
The risk of serious harm to the affected individuals

The risk of other harm.

Data Breach Policy Reports to Council - General Manager 6
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Some data breaches may be comparatively minor and be able to be dealt with easily without
action from the DBRT e.g., an email sent containing personal information to the wrong
recipient. Depending on severity of the contents of the email, if the email can be recalled, or
if the officer can contact the recipient and obtain an assurance that the recipient has deleted
the email, it may be that there is no utility in escalating the issue to the response team.

The Director should consider the following questions: -

e Are multiple individuals affected by the breach or suspected breach?

e Isthere (or may there be) arealrisk of serious harm to the affected individual(s)2

e Does the breach or suspected breach indicate a systemic problem in Council's
processes or procedures?

¢ Could there be media or stakeholder attention as a result of the breach or suspected
breach?

If the Director decides that a data breach or suspected data breach requires escalation to
the DBRT, they must co-ordinate the convening of the response team, ideally on the same
working day.

9.4 Step Four — Nofify

The DBRT is to defermine whether the breach constitutes an eligible data breach. If there are
reasonable grounds to believe an eligible data breach has occurred, the DRBT must promptly
notify the NSW Privacy Commissioner using the IPC Mandatory Data Breach Reporting Form
available online at www.ipc.nsw.gov.au

Individuals/organisations affected by an eligible data breach will be noftified as soon as
practicable. Where all individuals affected by an eligible data breach cannot be notified, or
where direct notification is prohibitively expensive or could cause further harm, the DBRT will
consider issuing a public nofification.

A record of any public notification of a data breach will be published on Council’'s website
and recorded on the Public Data Breach Register for a period of 12 months.

Notifications should include: -

e The date the breach occurred

e A description of the breach

e How the breach occurred

e The type of breach that occurred

e The personal information included in the breach

e The amount of time the personal information was disclosed for

e Actions that have been taken or are planned to secure the information, or to control
and mitigate the harm

¢ Recommendations about the steps an individual should take in response to the breach

¢ Information about complaints and reviews of Council’s conduct

¢ The name of the agencies that were subject to the breach

¢ Confact details for the agency subject to the breach or the nominated person fo

contact about the breach

The DBRT will also consider whether notification is required to engaging with or notifying
external stakeholders (in addition to the NSW Privacy Commissioner), where an eligible data
breach occurs. Depending on the circumstances these could include: -

e NSW Police Force, where Council suspects a data breach is a result of criminal activity
e Cyber Security NSW where the data breach is a result of a cyber security incident

Data Breach Policy Reports to Council - General Manager
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o Office of the Australian Information Commissioner where a data breach may involve
agencies under Federal jurisdiction

¢ Any third-party organisations or agencies whose data may be affected

e Financial services providers, where a data breach includes an individual’s financial
information

e Professional associations, regulatory bodies or insurers where a data breach may have
an impact on these organisations, their functions and their clients.

e Australian Cyber Security Centre where a data breach involves malicious activity from
a person or organisation based outside Australia.

9.5 Step Five — Review

The DBRT will further investigate the circumstances of the breach to determine all relevant
causes and consider what short or long-ferm measures could be taken to prevent any
reoccurrence. Depending on the nature of the breach this step may be completed as part
of the assessment of the first four steps and mitigation of the breach as detailed in step three.

Preventative actions could include a: -

Review of Council’s IT systems and remedial actions to prevent future data breaches
Security audit of both physical and technical security conftrols

Review of policies and procedures

Review of contractual obligations with contracted service providers

Any recommendations to implement the above preventative actions are to be approved by
the General Manager and documented in Council’s electronic recordkeeping system.

Consideration will be given to reporting relevant matters to Council’'s Audit Risk and
Improvement Committee.

10. Communication Strategy

Council will aim to nofify affected individuals, and external reporting agencies within 5 business
days of an eligible data breach of Council information being reported. Nofification to
individuals will have regard to this Policy (see Appendix B) as well as Council's Privacy
Management Plan.

Council’s Business Continuity Plan contains femplate communication messaging for specific
incidents including a cyber security incident.

11. Records Management

Documents created by the Director and/or the DBRT, including post breach and testing
reviews, should be saved under the following classification in CM9: -

Risk Management — Risk Assessment — Identification and Assessment of Risks

12.0 Testing the Procedures

The DBRT should test the procedures within this policy biennially. This may be done in
conjunction with the testing of Council’s Business Continuity Plan.

13.0 Policy Review

This Policy will be reviewed regularly fo ensure compliance with legislative and regulatory
requirements.
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Appendix 1 - Data Breach Checklist

STEP 2

Contain the
Breach

STEP 3

Assess and
Mitigate
(24 hrs)

STEP 5

Review

O

Employee to notify Director of suspected/actual data breach and
type of breach i.e.

0 Human error

[l System failure

[ Malicious or criminal attack

Director to immediately coordinate containing breach i.e.
[ Shutdown system

[l Recoverrecords

1 Stop unauthorised practice

[1 Revoke or change access codes or passwords

Director to seek following data breach information
Date, time, duration and location of breach

type of personal information involved in the breach
how the breach was discovered and by whom

the cause and extent of the breach

a list of affected or possibly affected individuals
the risk of serious harm to the affected individuals

[1 the risk of other harm

OooDoOooQgo

Director to assess whether data breach is serious enough to

escalate to the DBRT. Consider

0 the number of individuals affected

0 if there areal risk of serious harm to the affected individuals

[1 if the breach indicates a systemic problem in Council’s
processes or procedures

[0 the cause and extent of the breach

O if there could be media or stakeholder attention as a result

Director to keep appropriate records of suspected breach and
actions taken

Director to escalate to DBRT and convene meeting if necessary

DBRT to determine if breach is an eligible data breach

Notify

[ Individuals

[l Public notification

[1  Privacy Commissioner
[1 Other agencies

DBRT to keep appropriate records of eligible data breach and
actions taken of DBRT

DBRT to fully investigate cause of the data breach and consider
preventative actions

[1 Review of IT systems and remedial actions

O Security audit of security controls

[l Review of policies and procedures

[l Review of contractual arrangements

[ Review staff fraining practices

General Manager to report to Audit Risk and Improvement
Committee if necessary

Data Breach Policy
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Appendix 2 - Template Notification

Dear (Name)

Council is writing to you with important information about arecent data breach involving
your personal information/information about your organisation. Council became aware
of this breach on (date).

The breach occurred on or about (date) and occurred as follows: -

e A brief description of what happened.

e Description of the data that was inappropriately accessed, collected, used or
disclosed.

e Risk(s) to the individual/organisation caused by the breach.

¢ Steps the individual/organisation should take to protect themselves from potential
harm from the breach.

e A brief description of what Council is doing to investigate the breach, confrol or
mitigate harm to individuals/organisations and to protect against further breaches.

We have established a section on our website (insert link) with updated information and
links to resources that offer information about this data breach.

We take our role in safeguarding your data and using it in an appropriate manner very
seriously. Please be assured that we are doing everything we can to rectify the situation.

Please note that under the (PPIP Act/HRIP Act/GIPA Act) you are entitled to register a
complaint with the NSW Privacy Commissioner or NSW Information Commissioner with
regard fo this breach.

Complaints may be forwarded to the following: -

(insert details)

Should you have any questions regarding this notice or if you would like more
information, please do not hesitate to contact me.

Yours faithfully

General Manager

Back to Report

Data Breach Policy Reports to Council - General Manager
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1. INTRODUCTION

1.1 Statement of support

Narromine Shire Council is committed to being accessible and responsive to all complainants who
approach Council regardless of ethnic identity, national origin, religion, linguistic background, sex,
gender expression, sexual orientation, physical ability or other cultural or personal factors. At the
same time the success of Council depends on:

= jts ability to doits work and perform functions in the most effective and efficient ways possible

= the health, safety and security of its staff, and

= jts ability to allocate resources fairly across all the complaints received.

When complainants behave unreasonably, their conduct can significantly affect the successful
conduct of Council's work. Council will act proactively and decisively to manage any complainant
conduct that negatively and unreasonably affects Council and will support Council staff to do the
same in accordance with this policy.

2. OBJECTIVES

2.1 Policy aims

This policy has been developed to assist all staff members to better manage unreasonable conduct
by complainants (‘UCC’). It aims is help staff:
= Feel confident and supported in taking action to manage UCC.
= Act fairly, consistently, honestly and appropriately when responding to UCC.
= Understand their roles and responsibilities in relation to the management of UCC and how
this policy will be used.
= Understand the types of circumstances when it may be appropriate to manage UCC using
one or more of the following mechanisms:

o The strategies to change or restrict a complainant’s access to Council's services.

o Alternative dispute resolution strategies to deal with conflicts involving complainants
and members of Council.

o Legalinstruments such as trespass laws or other legislation to prevent a complainant
from coming onto Council premises, and orders to protect specific staff members
from any actual or apprehended personal violence, infimidation or stalking.

= Understand the criteria that will be considered before Council decides to change or restrict
a complainant’s access to Council's services.

= Be aware of the processes that will be followed to record and report UCC incidents as well
as the procedures for consulting and notifying complainants about any proposed action or
decision to change or restrict their access to Council's services.

= Understand the procedures for reviewing decisions made under this policy, including specific
timeframes for review.

3. DEFINING UNREASONABLE CONDUCT BY A COMPLAINANT

3.1 Unreasonable conduct by a complainant

Most complainants act reasonably and responsibly in their interactions with Council, even when they
are experiencing high levels of distress, frustration and anger about their complaint. However,
despite Council's best efforts to help them, in a very small number of cases some complainants
display inappropriate and unacceptable behaviour. They can be aggressive and verbally abusive
towards staff, threaten harm and violence or bombard Council's offices with unnecessary and
excessive phone calls and emails. They may make inappropriate demands on Council time and
resources and refuse to accept Council decisions and recommendations in relation to their
complaints. When complainants behave in these ways (and where there are no cultural factors that
could reasonably explain their behaviour), Council considers their conduct to be ‘unreasonable’.

Reports to Council - General Manager 3
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In short, unreasonable conduct by a complainant is any behaviour by a current or former
complainant which, because of its nature or frequency raises substantial health, safety, resource or
equity issues for Council, its staff, other service users and complainants or the complainant
themselves.

UCC can be divided into five categories of conduct:

Unreasonable persistence
Unreasonable demands
Unreasonable lack of cooperation
Unreasonable arguments
Unreasonable behaviours

3.2 Unreasonable persistence

Unreasonable persistence is confinued, incessant and unrelenting conduct by a complainant that
has a disproportionate and unreasonable impact on Council, staff, services, time or resources. Some
examples of unreasonably persistent behaviour include:

An unwillingness or inability to accept reasonable and logical explanations, including final
decisions that have been comprehensively considered and dealt with (even when it is
evident the complainant does understand the information provided).

Persistently demanding a review simply because it is available, and without arguing or
presenting a case for one.

Pursuing and exhausting all available review options, even after Council has explained that
areview is not warranted and refusing to accept that Council cannot or will not take further
action on their complaint.

Reframing a complaint in an effort to get it taken up again.

Multiple and repeated phone calls, visits, lefters, emails (including cc'd correspondence)
after Council has repeatedly asked them not to.

Contacting different people within or outside Council to get a different outcome or a more
sympathetic response fo their complaint — this is known as internal and external ‘forum

shopping’.

3.3 Unreasonable demands

Unreasonable demands are any demands expressly made by a complainant that have a
disproporfionate and unreasonable impact on Council, staff, services, fime or resources. Some
examples of unreasonable demands include:

Issuing instructions and making demands about how to handle their complaint, the priority it
should be given, or the outcome to be achieved.

Insisting on talking to a senior manager or the General Manager personally when the reasons
that this is not appropriate or warranted have been carefully explained to the complainant.
Emotional blackmail and manipulation resulting in intimidation, harassment, shaming,
seduction or portraying themselves as being victimised when this is not the case.

Insisting on outcomes that are not possible or appropriate in the circumstances — e.g. asking
for someone to be fired or prosecuted, or for an apology or compensation when there is no
reasonable basis for this.

Demanding services of a nature or scale that Council cannot provide, even after Council
has explained this to them repeatedly.

Reports to Council - General Manager 4
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3.4 Unreasonable lack of cooperation

Unreasonable lack of cooperation is when a complainant is unwilling or unable to cooperate with
Council, staff, or the complaints processes that results in a disproportionate and unreasonable use
of Council services, tfime or resources. Some examples of unreasonable lack of cooperation include:
= Sending Council a constant stream of complex or disorganised information without clearly
defining the issue at hand or explaining how the material provided relates to their complaint
(where the complainant is clearly capable of doing this).
= Providing little or no detail around their complaint or providing information in ‘dribs and
drabs’.
= Refusing o follow or accept Council instructions, suggestions, or advice without a clear or
justifiable reason for doing so.
= Arguing that a particular solution is the correct one in the face of valid confrary arguments
and explanations.
= Unhelpful behaviour such as withholding information, acting dishonestly, misquoting others.

3.5 Unreasonable arguments

Unreasonable arguments include any arguments that are not based on any reason or logic, that are
incomprehensible, false or inflammatory, trivial or delirious and that disproportionately and
unreasonably impact upon Council, staff, services, time, or resources. Arguments are unreasonable
when they:

= fail to follow a logical sequence that the complainant is able to explain to staff

= are not supported by any evidence or are based on conspiracy theories

= |ead a complainant to reject all other valid and contrary arguments

= are frivial when compared to the amount of fime, resources and attentfion that the

complainant demands
= are false, inflammatory or defamatory.

3.6 Unreasonable behaviour

Unreasonable behaviour is conduct that is unreasonable in all circumstances (regardless of how stressed,
angry or frustrated that a complainant is) because it unreasonably compromises the health, safety and
security of Council staff, other service users or the complainant themselves. Some examples of
unreasonable behaviours include:

= Acts of aggression, verbal abuse, derogatory, racist, or grossly defamatory remarks.

= Harassment, intimidation or physical violence.

= Rude, confronting and threatening correspondence.

= Threats of harm to self or third parties, threats with a weapon or threats to damage property

including bomb threats.
= Stalking in person or online.
=  Emotional manipulation.

All staff should note that Council has a zero-tolerance policy towards any harm, abuse or threats
directed towards them. Any conduct of this kind will be dealt with under this policy, and in
accordance with Council's duty of care and work health and safety responsibilities.

4. ROLES AND RESPONSIBILITIES

4.1 All staff

All staff are responsible for familiarising themselves with this policy as well as the Individual Rights and
Mutual Responsibilities of the Parties to a Complaint in Appendix A. Staff are also encouraged fo
explain the contents of this document to all complainants, particularly those who engage in UCC or
exhibit the early warning signs for UCC.
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Staff are also encouraged and authorised to use the strategies and scripts provided at the NSW
Ombudsman’s website — see Part 2 of the Managing unreasonable conduct by a complainant
Manual (3rd edition):

Strategies and scripts for managing unreasonable persistence
Strategies and scripts for managing unreasonable demands
Strategies and scripts for managing unreasonable lack of cooperation
Strategies and scripts for managing unreasonable arguments
Strategies and scripts for managing unreasonable behaviours

Any strategies that change or restrict a complainant’s access to Council's services must be
considered by the General Manager as provided in this policy.

Staff are also responsible for recording and reporting all UCC incidents they experience or witness
(as appropriate) to their Director within 24 hours of the incident occurring, using the Sample UCC
incident form in Appendix B. A file note of the incident should also be copied into Council's electronic
document records management system.

4.2 The General Manager

The General Manager, in consultation with relevant staff, has the responsibility and authority fo
change or restrict a complainant’s access to Council's services in the circumstances identified in this
policy. When doing so they will consider the criteria in Part 7.2 below (adapted info a checklist in
Appendix C) and will aim to impose any service changes or restrictions in the least restrictive ways
possible. Their aim, when taking such actions will not be to punish the complainant, but rather to
manage the impacts of their conduct.

When applying this policy, the General Manager will also aim to keep af least one open line of
communication with a complainant. However, Council does recognise that in extreme situations alll
forms of contact may need to be restricted for some time to ensure the health, safety and security
of Council staff or third parties.

The General Manager is also responsible for recording, monitoring and reviewing all cases where this
policy is applied to ensure consistency, tfransparency and accountability for the application of this
policy. They will also manage and keep a file record of all cases where this policy is applied.

4.3 Directors

All Directors are responsible for supporting staff to apply the strategies in this policy, as well as those
in the manual. Directors are also responsible for ensuring compliance with the procedures identified
in this policy, and that all staff members are trained to deal with UCC - including on induction.

After a stressful interaction with a complainant, Directors should provide affected staff members with
the opportunity to debrief their concerns either formally or informally. Directors will also ensure that
staff are provided with proper support and assistance including medical or police assistance, and if
necessary, support through programs such as Employee Assistance Program (EAP).

Directors may also be responsible for arranging other forms of support for staff, such as appropriate
communication or intercultural training.
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5. RESPONDING TO AND MANAGING UCC

5.1 Changing or restricting a complainant’s access to Council's services

UCC incidents will generally be managed by limiting or adapting the ways that Council interacts
with or delivers services to complainants by restricting:
= Who they have contact with — limiting a complainant to a sole contact person or staff
member in Council.
= What they can raise with Council - restricting the subject matter of communications that
Council will consider and respond to.
= When they can have contact - limiting a complainant’s contact with Council to a particular
time, day, or length of fime, or curbing the frequency of their contact with Council.
= Where they can make contact - limiting the locations where Council will conduct face-to-
face interviews to secured facilities or areas of the office.
= How they can make contact - Iimiting or modifying the forms of contact that the complainant
can have with Council. This can include modifying or limiting face-to-face interviews,
telephone and written communications, prohibiting access to Council premises, contact
through a representative only, taking no further action or terminating provision of Council
services altogether.

When using the restrictions provided in this section, Council recognises that discretion will need to be
used to adapt them to suit a complainant’s personal circumstances such as level of competency,
literacy skills, and cultural background. In this regard, Council also recognises that more than one
strategy may be needed in individual cases to ensure their appropriateness and efficacy.

5.2 Who - limiting the complainant to a sole contact point

Where a complainant tries to forum shop within Council, changes their issues of complaint
repeatedly, constantly reframes their complaint, or raises an excessive number of complaints, it may
be appropriate fo restrict their access to a single staff member (a sole contact point) who will
manage their complaint(s) and interaction with Council. This may help ensure they are dealt with
consistently and may minimise the incidence of misunderstandings, confradictions, and
manipulation.

To avoid staff ‘burnout’, the sole contact officer’s supervisor will provide them with regular support
and guidance as needed. The General Manager will review the arrangement every six months to
ensure that the officer is managing/coping with the arrangement.

Complainants who are restricted to a sole contact person will, however, be given the contact details
of one additional staff member who they can contact if their primary contact is unavailable — e.g. if
they go on leave or are otherwise unavailable for an extended period of time.

5.3 What - restricting the subject matter of communications that Council will
consider

Where complainants repeatedly send letters, emails, or online forms that raise trivial or insignificant
issues, contain inappropriate or abusive content, or relate to an issue that has already been
comprehensively considered or reviewed (at least once) by Council, Council may restrict the issues
the complainant can raise with Council. For example, Council may:
= Refuse to respond to correspondence that raises an issue that has already been dealt with
that raises a trivial issue or is not supported by evidence. The complainant will be advised
that future correspondence of this kind will be read and filed without acknowledgement
unless Council decides that it needs to pursue it further in which case, Council may do so on
ifs ‘own motion’.
= Restrict the complainant to one complaint or issue per month. Any attempts to circumvent
this restriction, (for example by raising multiple complaints orissues in the one letter) may result
in modifications or further restrictions being placed on their access.
= Refurn the correspondence to the complainant and require them to remove any
inappropriate content before Council will agree to consider its contents. Council will also
keep a copy of the inappropriate correspondence for its records to help identify repeat UCC
incidents.
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5.4 When and how - limiting when and how a complainant can contact Council

If a complainant’s contact with Council places an unreasonable demand on Council's time or
resources or affects the health, safety and security of Council staff because it involves behaviour
that is persistently rude, threatening, abusive or aggressive, Council may limit when or how the
complainant can interact with Council. This may include:
= Limifing their telephone calls or face-to-face interviews to a particular time of the day or days
of the week.
= Limiting the length or duration of telephone calls, written correspondence or face-to-face
interviews. For example:

- Telephone calls may be limited to 10 minutes at a time and will be politely terminated at
the end of that time period.

- Lengthy written communications may be restricted to a maximum of 15 typed or written
pages, single sided, font size 12 or it will be sent back to the complainant to be organised
and summarised — This opftion is only appropriate in cases where the complainant is
capable of summarising the information and refuses to do so.

- Limiting face-to-face interviews to a maximum of 45 minutes.

= Limifing the frequency of their telephone calls, written correspondence, or face-to-face
interviews. Depending on the natures of the service(s) provided Council may limit:

- Telephone calls to 1 every 2 weeks/month.
- Written communications to 1 every 2 weeks/month.
- Face-to-face interviews to 1 every 2 weeks/month.

For irrelevant, overly lengthy, disorganised or very frequent written correspondence Council may
also:
= Require the complainant to clearly identify how the information or supporting materials they
have sent to Council relates to the centralissues that Council has identified in their complaint.
= Restrict the frequency with which complainants can send emails or other written
communications to Council.
= Restrict a complainant to sending emails to a particular email account (e.g. Council's main
email account) or block their email access altogether and require that any further
correspondence be sent through Australia Post only.

‘Writing only’ restrictions

When a complainant is restricted to ‘writing only’ they may be restricted to written communications
through:

= Australia Post only

= Email only to a specific staff email or Council's general office email account

= Fax only to a specific fax number

= Some other relevant form of written contact, where applicable.

If a complainant’s contact is restricted to writing only, the General Manager will clearly identify the
specific means that the complainant can use to contact Council (e.g. Australia Post only). If it is not
appropriate for a complainant to enter Council's premises to hand deliver their written
communication, this must be communicated to them as well.

Any communications received by Council in a manner that contravenes a ‘writing only’ restriction
will either be returned to the complainant or read and filed without acknowledgement.

5.5 Where - limiting face-to-face interviews to secure areas

If a complainant is violent or overtly aggressive, unreasonably disruptive, threatening or demanding
or makes frequent unannounced visits fo Council's premises, Council may consider restricting face-
to-face contact with them.
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These restrictions can include:

= Restricting access to parficular secured premises or areas of the office such as the reception
area or secured room or facility.

= Restricting their ability to aftend Council's premises to specified times of the day or days of
the week only — for example, when additional security is available or to times or days that are
less busy.

= Allowing them to attend Council's offices on an ‘appointment only’ basis, and only with
specified staff (for these meetings, staff should enlist the support and assistance of a
colleague for added safety and security).

* Banning the complainant from attending Council premises altogether and allowing some
other form of contact — e.g. ‘writing only’ or ‘telephone only’ contact.

Contact through a representative only

In cases where Council cannot completely restrict contact with a complainant and their conduct is
particularly difficult fo manage, Council may require them to contact Council through a support
person or representative only. The support person may be someone nominated by the complainant
but must be approved by the General Manager.

When assessing a representative or support person’s suitability, the General Manager should
consider factors such as their level of competency and literacy skills, demeanour and behaviour,
and relationship with the complainant. If the General Manager determines that the representative
or support person may exacerbate the situation with the complainant, the complainant will be asked
to nominate another person and Council may assist them in this regard.

5.6 Completely terminating a complainant’s access to Council's services

In rare cases, and as a last resort when all other strategies have been considered, the General
Manager may decide that it is necessary for Council to completely restrict a complainant’s contact
or access to Council's services.

A decision to have no further contact with a complainant will only be made if it appears that the
complainant is unlikely to modify their conduct, or their conduct poses a significant risk for Council
staff or other parties because it involves one or more of the following:
= Acts of aggression, verbal or physical abuse, threats of harm, harassment, intimidation,
stalking, assault.
= Damage to property while on Council premises.
= Threafs with a weapon or common office items that can be used to harm another person or
themselves.
= Physically preventing a staff member from moving around freely either within their office or
during an off-site visit — e.g. entrapping them in their home.
= Conduct that is otherwise unlawful.

In these cases, the complainant will be sent a letter notifying them that their access has been
restricted as outlined in Section 7.4 below.

A complainant’s access to Council's services and premises may also be restricted (directly or
indirectly) using the legal mechanisms such as trespass laws and other legislation or legal orders to
protect members of staff from personal violence, intimidation or stalking by a complainant.

6. ALTERNATIVE DISPUTE RESOLUTION

6.1 Using alternative dispute resolution strategies to manage conflicts with
complainants

If the General Manager determines that Council cannot terminate its services to a complainant in a
particular case or that Council or its staff bear some responsibility for causing or exacerbating their
conduct, they may consider using alternative dispute resolution strategies (ADR) such as mediation
and conciliation to resolve the conflict with the complainant and attempt to rebuild Council's
relationship with them. If an ADR is considered to be an appropriate option in a particular case, it
will be conducted by an independent third party to ensure transparency and impartiality.
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However, Council recognises that in UCC situations an ADR may not be an appropriate or effective
strategy particularly if the complainant is uncooperative or resistant to compromise. Therefore, each
case will be assessed on its own facts to determine the appropriateness of this approach.

7. PROCEDURE TO BE FOLLOWED WHEN CHANGING OR RESTRICTING A
COMPLAINANT'S ACCESS TO COUNCIL'S SERVICES

7.1 Consulting with relevant staff

When the General Manager receives a UCC incident form from a staff member, they will contact
the staff member to discuss the incident. They will discuss:
= The circumstances that gave rise to the UCC/incident, including the complainant’s situation,
personal and cultural background, and perspective
= The impact of the complainant’'s conduct on Council, relevant staff, Council’s time,
resources, efc.
= The complainant’s response to the staff member's warnings or requests to stop the
unreasonable behaviour.
=  What the staff member has done to manage the complainant’s conduct, (if applicable).
= Any suggestions made by relevant staff on ways that the situation could be managed.

7.2 Ciriteria to be considered

Following a consultation with relevant staff the General Manager will search the Council's document
management system for information about the complainant’s prior conduct and history with
Council. They will also will consider the following criteria:
= Whetherthe conductin question involved overt anger, aggression, violence or assault (which
is unacceptable in all circumstances).
=  Whether the complainant’s case has merit.
= The likelihood that the complainant will modify their unreasonable conduct if they are given
a formal warning about their conduct.
=  Whether changing or restricting access to Council's services will be effective in managing
the complainant’s behaviour.
=  Whether changing or restricting access to Council's services will affect the complainant's
ability to meet their obligations, such as reporfing obligations.
=  Whether changing or restricting access to Council's services will have an undue impact on
the complainant’s welfare, livelihood or dependents efc.
=  Whether the complainant’s personal circumstances have confributed to the behaviour -For
example, the complainant’s cultural background may mean their communication patterns
differ from those of staff or Council’s standards, or the complainant is a vulnerable person
who is under significant stress as a result of one or more of the following:
- homelessness
- physical disability
- literacy or other language or communication barrier
- mental or other iliness
- personal crises
- substance or alcohol abuse.
=  Whether the complainant’s response or conduct was moderately disproportionate, grossly
disproportionate, or not at all disproportionate in the circumstances.
= Whether there any statutory provisions that would limit the types of limitations that can be
put on the complainant’s contact with, or access to Council's services.

Once the General Manager has considered these criteria, they will decide on the appropriate
course of action. They may suggest formal or informal options for dealing with the complainant’s
conduct which may include one or more of the strategies provided in the manual and this policy.

See Appendix C — Sample checklist for the General Manager to consider when deciding to modify
or restrict a complainant's access.
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7.3 Providing a warning letter

Unless a complainant’s conduct poses a substantial risk to the health and safety of staff or other third
parties, the General Manager will provide them with a written warning about their conduct in the
first instance. If the complainant is unable to read the letter, it will be followed/accompanied by a
telephone call, using an interpreter if necessary.

The warning letter will:

=  Specify the date, time and location of the UCC incident(s).

= Explain why the complainant’s conduct/ UCC incident is problematic.

= List the types of access changes and/or restrictions that may be imposed if the behaviour
continues. (Note: not every possible restriction should be listed but only those that are most
relevant).

= Provide clear and full reasons for the warning being given

= Include an attachment of the Council's ground rules and/or briefly state the standard of
behaviour that is expected of the complainant. See Appendix A. — Individual rights and
mutual responsibilities of parties to a complaint.

= Provide the name and contact details of the staff member who they can contact about the
letter.

= Be signed by the General Manager.

See Appendix D - Sample warning letter.

7.4 Providing a noftification letter

If a complainant’s conduct continues after they have been given a written warning or in extreme
cases of overt aggression, violence, assault, or other unlawful/unacceptable conduct, the General
Manager has the discretion to send a nofification letter immediately restricting the complainant’s
access to Council's services (without prior or further written warning). If the complainant is unable to
read the lefter (due to literacy issues, non-English speaking, etc.) the letter will be followed or
accompanied by a telephone call, using an interpreter if necessary.

This nofification letter will:

= Specify the date, time and location of the UCC incident(s).

= Explain why the complainant’s conduct is problematic.

= |dentify the change and/or restriction that will be imposed and what it means for the
complainant.

= Provide clear and full reasons for this restriction.

= Specify the duration of the change or restriction imposed, which will not exceed 12 months.

= Indicate a time period for review.

= Provide the name and contact details of the senior officer who they can contact about the
letter and/or request a review of the decision.

= Be signed by the General Manager

See Appendix E-Sample letter notifying complainants of a decision to change orrestrict their access
to Council's services.

7.5 Notifying relevant staff about access changes/restrictions

The General Manager will notify relevant staff about any decisions fo change or restrict a
complainant’s access to Council's services, in particular reception, in cases where a complainant is
prohibited from entering Council's premises.

The General Manager will also update the Council's electronic document records management
system with a record outlining the nature of the restriction imposed and its duration.
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7.6 Continued monitoring/oversight responsibilities

Once a complainant has been issued with a warning letter or nofification letter the General
Manager will review the complainant’s record/restriction every 3 months, on request by a staff
memober, or following any further incidents of UCC that involve the particular complainant to ensure
that they are complying with the restrictions/the arrangement is working.

If the General Manager determines that the restrictions have been ineffective in managing the
complainant’s conduct or are otherwise inappropriate, they may decide to either modify the
restrictions, impose further restrictions, or terminate the complainant’s access to Council's services
altogether.

8. APPEALING A DECISION TO CHANGE OR RESTRICT ACCESS TO COUNCIL'S
SERVICES

8.1 Right of appeal

People who have their access changed or restricted are entitled to one appeal of a decision o
change or restrict their access to Council's services. This review will be undertaken by a Director who
was not involved in the original decision to change or restrict the complainant’s access. This staff
member will consider the complainant’s arguments and personal circumstances, including cultural
background, along with all relevant records regarding the complainant’s past conduct. They will
advise the complainant of the outcome of their appeal by letter. The Director will then refer any
materials or records relating fo the appeal to the General Manager to be kept in the appropriate
file.

If a complainant is still dissatisfied after the appeal process, they may seek an external review from
an oversight agency such as the Ombudsman. The Ombudsman may accept the review (in
accordance with its administrative jurisdiction) fo ensure that Council has acted fairly, reasonably
and consistently and has observed the principles of good administrative practice including,
procedural fairness.

9. NON-COMPLIANCE WITH A CHANGE OR RESTRICTION ON ACCESS TO
COUNCIL'S SERVICES

9.1 Recording and reporting incidents of non-compliance

All staff members are responsible for recording and reporting incidents of non-compliance by
complainants. This should be recorded in a file note in Council's electronic document records
management system and a copy forwarded to the General Manager who will decide whether any
action needs to be taken to modify or further restrict the complainant’s access to Council's services.

10. PERIODIC REVIEWS OF ALL CASES WHERE THIS POLICY IS APPLIED

10.1 Period for review

All cases where this policy is used will be reviewed every 3 months or 6 months (depending on the
nature of the service provided) and not more than 12 months after the service change or restriction
was initially imposed or upheld.

10.2 Notifying the complainant of an upcoming review

The General Manager will ask complainants if they would like to parficipate in the review process unless
they determine that this invitation will provoke a negative response from the complainant (ie further
UCC). The invitation will be given, and the review will be conducted in accordance with the

complainant’s access restrictions.

See Appendix F — Sample letter notifying a complainant of an upcoming review.
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10.3 Criteria to be considered during a review

When conducting a review the General Manager will consider:
= Whether the complainant has had any contact with the organisation during the restriction
period.
= The complainant’s conduct during the restriction period.
= Any information or arguments put forward by the complainant for review.
= Any other information that may be relevant in the circumstances.

The General Manager may also consult any staff members who have had contact with the
complainant during the restriction period.

Sometimes a complainant may not have a reason to contact Council's office during their restriction
period. As a result, a review decision that is based primarily on the fact that the complainant has not
contacted Council during their restriction period may not be an accurate representatfion of their
level of compliance/reformed behaviour. This should be taken into consideration, in relevant
sifuations.

See Appendix G - Sample checklist for reviewing an access change or restriction.

10.4 Notifying a complainant of the outcome of a review

The General Manager will tell the complainant of the outcome of their review using the appropriate
method of communication, as well as a written letter explaining the outcome. The review letter will:
= Briefly explain the review process.
= |dentify the factors that have been considered during the review.
=  Explain the decision or outcome of the review and the reasons for it.

If the outcome of the review is to maintain or modify the restriction the review letter will also:
» Indicate the nature of the new or continued restriction.
= State the duration of the new restriction period.
= Provide the name and contact details of the General Manager or relevant staff member
who the complainant can contact to discuss the letter.
= Besigned by the General Manager.

See Appendix H - Sample lefter advising the complainant of the outcome of a review.

10.5 Recording the outcome of a review and notifying relevant staff

The General Manager is responsible for keeping a record of the outcome of the review, updating
Council's electronic document records management system and nofifying all relevant staff of the
outcome of the review including if the restriction has been withdrawn.

See Sections 4.2 and 7.5 above.

11 MANAGING STAFF STRESS

11.1 Staff reactions to stressful situations

Dealing with demanding, abusive, aggressive or violent complainants can be extremely stressful,
distressing and even frightening for Council It is perfectly normal to get upset or stressed when
dealing with difficult situations.

Council has a responsibility to support staff members who experience stress as a result of situations
arising af work and will do its best to provide staff with debriefing and counselling opportunities, when
needed. However, to do Council also needs help of all staff to identify stressful incidents and
situations. All staff have a responsibility to tell relevant supervisors and Directors about UCC incidents,
and any other stressful incidents that they believe require management to be involved.
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11.2 Debriefing

Debriefing means talking things through following a difficult or stressful incident. It is an important way
of dealing with stress. Many staff memlbers do this naturally with colleagues after a difficult telephone
call, but staff can also debrief with a supervisor or Director (or as a team) following a significant
incident. Counci